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Abstract. Distributed Integrated ehealth systems are becoming a key need for
achieving improved healthcare, in which healthcare processes across organisa-
tions must work in tandem to achieve this goal. However, at its core, enabling
data-sharing safely while maintaining privacy and confidentiality is a critical
requirement. The wide spread of electronic health record systems to manage
health data and healthcare processes may provide the needed infrastructure to
facilitate data-sharing. However, most of these systems are often designed to
work within localised settings and rarely across organisations. In a health ser-
vice, organisations and individuals are autonomous and often obey different da-
ta governance policies and would require different levels of data-sharing needs,
depending on their roles and goals within the service. This would make agent-
oriented architecture a strong candidate to enable privacy-aware seamless data-
sharing between participating organisations. The paper presents an approach for
privacy-preserving agent-oriented architecture that enables organisations to
work together overcoming sharing sensitive data and evaluates its use within a
real-life project.
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1 Introduction

The benefits of technology supported integrated health is increasingly recognised as
one of the key needs of a modern health service. It is crucial not only to reduce costs,
improve healthcare and patient safety but also due to the increase expectation of pa-
tients to receiving care at points of care irrespective of location or time [15][16].
However, to achieve they require health organisations to share and exchange clinical-
sensitive information within a robust privacy-preserving environment. Organisations,
within a single health service let alone across different ones, often operate autono-
mously governed by their individual data governance policies. The widespread of the
use of electronic health record systems, in health organisations, and recent advances
in networking and information systems provide the needed infrastructure to enable
such paradigm [15][16]. However, transferring highly-sensitive data is not without
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risks and poses several security concerns [1][9][10][11] especially when different
orgnisations require sharing such data to achieve their function, in which demands for
different levels of data-sharing needs vary, and where privacy preservation and con-
trol of usage is required [2][3][6][7].

On the other hand, multi-agent systems provide potential solutions to address some
of these issues. In their intrinsic design, they have shown to meet needs in several
applications including high-speed, mission-critical, content-rich, distributed informa-
tion systems where mutual interdependencies, dynamic environments, uncertainty,
and sophisticated control play a notable role [5][12][13][19]. eHealth applications can
utilize these intrinsic characteristics of multi-agent systems given the notable features
that these applications expose. They are often composed of autonomous (complex)
systems, realised by heterogeneous components and legacy systems; designed to
dynamically manage distributed data and resources within inherent regulatory frame-
works, and built with regulated interactions for collaboration [17][18]. The key re-
quirement however here is to provide an approach to enable sharing of data between
different organisations and/or institutions while preserving the privacy of patients and
users of the systems, and only allow access at the right points of access by the right
people in the system. This would require providing adequate data processing security
aligning with privacy legislation. Several approaches have been proposed, which
often focus on control [3][6][7] and/or enforcement mechanisms [2][4][8]. These
approaches, often however take heavy-handed approach with management of policy
configurations, verification and validation steps that may make them unnecessarily
expensive and potentially not scalable for some applications.

This paper proposes a different approach to enable data-sharing while preserving
the privacy and confidentiality of data between participating organisations. It consid-
ers a particular application, in which different types of organisations have different
goals and actors carry out different roles, yet they are required to collaborate and
share information to meet the system requirements. It proposes an agent-oriented
architecture that uses one-directional hashing for the sharing of sensitive data, where
agents integrate with information systems (e.g. EHRs) and handles data transfers and
the levels of encryption of data where only destination organisations can re-identify.
This architecture is evaluated in the context of a real-life project environment, which
demonstrates such architecture can meet the system set goals.

Section 2 describes the case study of a distributed ehealth system and summarizes
its main attribute and challenges as an ehealth system and its particular requirements
for privacy and confidentiality; Section 3 describes the privacy-aware architecture, its
components and usage through a scenario; section 4 describes the evaluation and
lesson learned from deploying the architecture in a real-life environment; finally,
Section 5 presents some conclusions and future work.

2 Case Study

One of the major obstacles in clinical research is finding enough eligible participants
to recruit in clinical trials [13][14][15]. Eligible participants can potentially be
found automatically, but not without accessing their clinical information. Patients’
clinical data, however, is stored into EHRs, located in their local clinics, which
are only accessible by their own clinicians. In the UK, healthcare organisations are
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autonomously isolated and function within a separate framework from that of clinical
academic or clinical research institutions, which makes accessing patient information
by clinical researchers extremely difficult and not without going through an enormous
governance and regulatory process. The IDEA project aims to locate, identify and
invite patient to participate in trials. However, to do so, it requires enabling data shar-
ing between these different types of organisations, potentially on a large scale.

Fig. 1 illustrates the overall conceptual architecture of IDEA. It notifies practi-
tioners in real-time whenever an eligible patient is in consultation. When a patient
visits a practice, IDEA compares their details against a registry of actively recruiting
trials; if the patient is found eligible for one or more, the practitioner is prompted to
help recruit the patient if they are interested. The IDEA project is described in more
details here [13] [5].

AO: Academic Organisation RO: Research Organisation
HO: Health Organisation RDO: Research Datalink Organisation

Fig. 1. Conceptual Architecture

However, to enable a more open system in which these organisations can share dif-
ferent levels of data, a flexible agent-oriented architecture was developed. As shown
in Fig. 1 there are four types of organisation in this case study:

- Healthcare Organisations (HO): HO organisations have and must follow strict
clinical and governance regulations concerning the privacy and security of their pa-
tients. Each adhere to national regulations but also implements their own set of data
access policies. These organisations, in our case study, are represented by the General
Practice clinics, which each has a pool of patients that only a designated set of local
staff can access their data.

- Research Datalink organisations (RDO): RDOs represent a trusted third party or-
ganisations that also have access to a pseudnomyised (i.e. have access to clinical
structured data but no access to personal identifiable information). RDOs are often
national organisations created to enable clinical research through ethically controlled
access to clinical data by clinical researchers.

- (Clinical) Research Organisations (RO): ROs represent research institutes or
clinical researchers who run clinical trials. They do not have access to clinical data
but require identifying eligible participants for their trials. Only once participants
agree to participate in a respective trial, they may obtain their clinical.
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-Academic Organisations (AO): AOs are organisations that undertake clinical or
technical research within academic settings. They do not have nor allowed access to
clinical data.

The case study presents several challenges that need to be addressed to achieve its
objectives; some of the relevant challenges are identified below to gain a better under-
standing of how the architecture may need to meet the privacy objectives of the
system.

Privacy. The architecture must provide organisations with mechanisms to safely share
data meeting governance and regularity requirements, especially HOs, RDOs and ROs
while ensuring only ‘right’ organisations can access and re-identify patients. For ex-
ample, HOs can only access their own patients’ data, RDOs can only access their own
data and ROs can only access consented participants data and so forth.

System interactions. To be able to recruit eligible patients, it is necessary for research-
ers, practitioners, patients, databases and practices to interact. This means that several
independent institutions, which are completely autonomous and have their own inde-
pendent goals, must cooperate to achieve a common objective. However, the integra-
tion of multiple heterogeneous and autonomous systems can be a complicated and
resource-consuming task. There are several issues to address here, including interope-
rability, distributed data etc., which are beyond the scope of this paper. The focus here
is on privacy-preserving between organisations, which is key for the function of the
system. The developed privacy-preserving mechanism, however, should not con-
straint these critical interactions in meeting the system function.

Scalability and performance. To maximise chances of finding more eligible partici-
pants, the system must be able to get the information from as many practices as possi-
ble (more than 10K GP practices in the UK) and manage a huge number of clinical
trials requirements. However, due to the number of potential active trials (potentially
several hundreds) with the size of each trial description and eligibility criteria makes
it impossible for GPs to know all active trials to assess patient eligibility during, the
often short, consultation period.

3 Privacy-Aware Architecture

This section details the design and components of the architecture. Fig. 2 depicts the
main structure of the architecture mainly illustrating the components that handles
privacy-perserving mechanism. The architecture adopts a decentralised approach,
where a decision of access is decided at the point of access and controlled by individ-
ual organisations. Since each organisation is assumed autonomous, each employs an
agent that defines its roles, goals, and policies. These determine the behaviour of
agents when sending or receiving data. Each agent has the full authority to determine
its action with respect to data. When data originates from another organisation, the
source-organisation sends data in a data-bucket (DB), which includes four elements:

DB=<PE, DE, OIK, LoE>
-Protocol_Element (PE): defines the characteristics of eligible participants
(often named eligibility criteria), which include a Protocal_Id_Key (PIK);
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-Data_Element set (DE): include specific data of potentially eligible pa-
tients, which contains fields of data and Data_Id_Key (DIK) that defines a set
of keys of the Data_Element IDs, which specifies the Id of each element in the
data set;

-Organisation_Id_Key (OIK): key of ID of the organisation where the data
originated;

-Level_of _Encryption (LoE): specifies how many times the data has been
encrypted;

DE (including DIK), PIK, OIK are encrypted, however PE (eligibility criteria) and
LoE are not. These are encrypted using a standard one-direction hashing algorithm
(e.g. MD5). As mentioned above with for the four types of organisations, four types
of agents are created to represent each function and role. Although these are generic
types, individual agent mirror individual organisations, and thus their exact behaviour
depends on the policies and exact role of each organisation. As mentioned above,
HOs have identified version of the data of their patients, whereas ROs do not have
access to data, only except after a participant has consent and provided their data. AOs
do not and should not have access to data. RDOs may have patient clinical data but
not necessarily personal information. The function and role of each these agents are
described below in more details.

PISA: Protocol Information Service Agent is a software agent that represents a RO. It
represents a Protocol Manager Role, which defines and creates protocol eligibility
criteria and defines the protocol characteristics. It includes the Researcher Role,
which is responsible for defining the specific features of each trial under its jurisdic-
tion. Researchers are also responsible for ensuring consistency of their protocol, de-
termine which type of trial this protocol belongs to (see below) and activating the trial
in CCSA (see below). They are not allowed to directly contact patients unless they
have agreed and consented to participate in one of their own clinical trials. For ob-
vious reasons, each researcher should be part of a specific research institution and
follow its specific restrictions. There are two types of trial protocols: T1: trials that
define participants characteristics only (e.g. age>40 & gender=male etc.), and 72:
trials that specifies complex characteristics which require pre-specifying potentially
eligible patients and their authorised clinicians. The latter (i.e. 72) requires further
epidemiological pre-processing to identify potential participants that meet particular
risk assessment. For the former (i.e. T1), ROs (Protocol Manager) can create these,
however for the latter (i.e. 72), ROs require to pre-consult with RDOs (PEPA) to
create these trials before they are sent to the CCSA.

PEPA: Potential Eligible Patient Agent is a software agent that represents the RDO
Manager Role, which is responsible for updating and controlling access to the RDO
database. It offers a service to pre-compute potential eligible patients for individual
trials that have complex search criteria (CreateEligibleList service). The role also of-
fers a service to identify whether a GP (and their own practice) is authorized to per-
form recruitment for each trial (AuthorizedGP service), while adhering to local and
good clinical practice regulations. This agent (PEPA) provides ROs with a list of po-
tentially eligible patients, their practices and authorised GPs. However, since ROs are
not allowed to have access to this data (yet), data is encrypted as part of the DE data-
bucket. Since this encryption is irreversible, only HOs that have respective patient data
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are able to re-identify it. When an HO receives this data, using DIK, they can match it
to their local data and re-identify the patient using a simple encrypt-search algorithm
(see below). PEPA, for some cases, could choose to double-encrypt the DE, depending
on their policy, if so, the agent then increments LoE, so other receiving agents can
determine the number of encryptions they need to perform in their matching algorithm.

CCSA: Central Control Service Agent, represents AOs. AOs provide the patient re-
cruitment service along with their network of recruiting agents (LEPIS) that are
connected to respective HOs. It represents the CCSA Manager Role, a software appli-
cation responsible for controlling the CCSA database, which stores data about active
clinical trials. It offers three services to the other members of the system: (i) a Regis-
ter New or update existing Trial service that allows researchers (PISA) to register
new clinical trials in CCSA; which also verifies that trials follows the specified stan-
dards and regulations; (ii) an Update LEPIS Status service that ensures consistency
with LEPIS agents to optimize LEPIS updates; and (iii) a Patients Response service
that, in communication with LEPIS Agents, records the response of each consulted
patient (and/or their GP) (whether they have agreed or refused to participate in a trial).
Since AOs are not allowed to have access to clinical data, thus CCSA stores data-
buckets (DB), as received, encrypted.

LEPIS: Local Eligible Patient Identification Service agents represents HOs within
this role of recruitment. It defines the LEPIS Manager Role as a software application
that resides in each practice and investigates the eligibility of patients. LEPIS agent
plays this role for each practitioner in each GP practice participating in the recruit-
ment system. LEPIS agents continually communicate with the CCSA to acquire
information about trials related to the type of patients and speciality of GPs and prac-
tices and other updates on each trial status. They also provide the GP with a simple
GUI interface to notify them of a patient's eligibility. As LEPIS agents communicate
with GPs through their GUI interface, they collect information about patient and GP
responses. However, since LEPIS obtains the data encrypted from CCSA, it is kept
encrypted in it local data store. To match the eligibility of patients for 72 type trials, it
uses a simple encrypt-search algorithm, in which when a patient is in consultation
with a GP, their DIK is only encrypted to match with LEPIS’s stored encrypted key.
If it matches, the rest of the criteria are matched against the patient record to identify
eligibility. Since LEPIS represents HOs, it is authorised by its role to access the data,
but no identifiable data is transferred by LEPIS outside the HO to other agents.
LEPIS only communicates patients/GP responses back to CCSA using their encrypted
DIKs. If the patient agreed to participate in a trial, LEPIS identifies and communicate
PIK back to the respective RO (PISA), which consequently can invoke the appropriate
case report form to complete the recruitment of the patient into that trial. In this case,
to preserve privacy LEPIS, sends the encrypted DB to PISA. Depending on the LoE,
PISA could easily re-identify PIK using a simple encrypt-search algorithm.

SEC: Search-Encrypt Component is a software application that includes a search-
encrypt algorithm. The algorithm uses a sequential search mechanism to locate DIK
with the local database, encrypt and provide to the agent to match it the encrypted DIK
in the data-bucket. It’s not always used by respective agent, or by all agents, depending
on its functionality and role. CCSA, for example does not invoke this component, since
it has no access to the source data and its role does not require it to re-identify users.
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NCC: Node Connector Component is a software application that allows agents to
connect to local software in each organisation. Its detailed description is beyond the
scope of the paper and covered in more details elsewhere [14][15], but its main func-
tion is to overcome interoperability issues with local systems including databases.
This has been mainly designed to provide uninform programmable interface to com-
municate with agents, thus providing transparency over local software or databases.

Within the architecture, each organisation respective agent can push or send that
information, on request, to other agents, or act based on their workflow for respective
actions. Receiving agents once they receive the data bucket, depending on their role,
they decide whether to store it as is or need to do further processing on it. For agents
that require further processing, since the data is irreversible, they can use SEC to al-
low them find to whom patient/user this data belongs. Once found, they can do further
processing based on their role.

Fig. 2. Agent-oriented Architecture: agents, services and organisations

4 Evaluation and Lessons Learned

This section describes the evaluation of the architecture and lessons learned. The ar-
chitecture was employed in the IDEA project, described in section 2 above. The archi-
tecture was realised using service oriented web services with well-defined interfaces,
given its well-established standards. The services were deployed to enable four differ-
ent types of organisations to achieve patient recruitment into clinical trials. The main
challenge was to overcome the regulatory and their consequent networking barriers. It
requires that involved organisations obey their individual regulatory constraints,
where only allowed staff in respective organisation accesses safely their patient data,
while staff in other organisations must not. The AOs and ROs are the two organisa-
tions that do not and are not allowed to have access to clinical data, yet they want to
use the data to find, identify and recruit patients. RDOs have often access to the data
aggregated from participating HOs but only pseudonymised. The case study’s RDO
aggregate clinical data from 640 primary care clinics (HOs) on a monthly, and from
some on a daily, basis keeping data periodically updated. In the IDEA project 60 HOs
participated in which LEPIS agents were installed on 134 GP machines within these
clinics. These GP clinics are geographically distributed across the UK and possess
limited Internet connectivity. Three key elements were evaluated in these settings:
agents, the privacy-preservation and functionality in meeting the objective of the
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study. The main objective and functionality of the architecture is to share data be-
tween these organisations to enable recruiting patients while preserving their privacy
at all time and only organisations that already have patients data are only able to iden-
tify them. These three elements are reflected upon below:

Functionality: the architecture was able to successfully recruit patients from the par-
ticipating HOs while protecting patient privacy. Three clinical trials were deployed in
the system, and all recruited successfully meeting their targets — a more details on
recruitment is reported elsewhere [12].

Privacy-preservation: as described in the scenario above, data-origin-organisations
when releasing patients in the architecture, data is encrypted using a simple but effec-
tive irreversible hash encryption algorithm. The well-known MDS5 algorithm was used
to encrypt the data. To ensure that the encrypted data matching algorithm works, the
same version is used in all agents and organisations. As per the follow described
above, while RDO and HOs have access to clinical data, only RDO (and in cases ROs)
was originating encrypting data and HOs were only performing data matching to re-
identify their own patients. That meant, with any data request, AOs and ROs would
only have access to encrypted data within the platform, which is not identifiable. For
RDO and HOs, to identify if they have access to the encrypted data, they use a search-
encrypt algorithm, named as SEC above. This algorithm used by SEC, to match DIKs.
Since it does not have access to actual local keys it performs a linear search on the
local database, where it sequentially encrypts each local Data ID and then matches to
the encrypted DIK in the data-bucket. In the participating HOs, sizes of their patient
pool is between 5k-10k patients, which the sequential execution of the SEC algorithm
did not show as a bottleneck or slowed the performance., however, we recognise this
may prove inefficient for large databases. In the case study above, since patients are
only invited for recruitment while in consultation, this was not an issue, since only
that patient is used for matching by the SEC algorithm.

Roles and Agents: as mentioned above four types of agents were developed in the
architecture: LEPIS (for HOs), PISA (for ROs), PEPA (for RDO) and CCSA (for
AO:s). One instance of each of the latter three agents were deployed in respective or-
ganisations, while 134 LEPIS agents were deployed in participating HOs. Although
these agents fall within four types, nevertheless the exact behaviour of individual
agents and the decisions they make regarding their role and data processing depends
on the local policy configuration of individual organisations and their own workflow
configuration that specifies their communication with other agents. Four types were
deemed sufficient for the purpose of the IDEA project, but the architecture allows
expanding and adding other types. The most complex of these agents was LEPIS,
given the amount of decisions and interactions it has to perform with local GPs. PISA
and PEPA have some complexity but since interactions were limited to only limited
users, their GUI design was minimal. As the IDEA project is being scaled up, the
design of these agents is being revised.

A number of key lessons have been learnt from the deployment of this architec-
ture, these include:

Scalability: no scalability issue was observed. However, although there are more than
134 agents deployed in the system to test scalability of the system, scalability may
pose a challenge when the size substantially increases. The amount of communication
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between LEPIS agents and CCSA is limited to three times a day, but given the poten-
tial scale, CCSA may prove to be a bottleneck. To overcome, LEPIS agents have been
designed to communicate with each other, within a common domain or clinic. Scala-
bility of this designed has been tested and detailed somewhere else [20], which was
found to achieve greater efficiency opposed to the initial workflow design.

Security barriers: in the medical domain, in HOs, network security is critical but it
can be cumbersome. Often, these domains are tightly network secured with stringent
firewalls in place. However, these often only allow communication to be initiated
from within the domain. Thus this posed some challenge deploying the platform to
enable system agents to communicate at will. To facilitate the process, agents have
been designed to initiate outgoing communications with other agents, according to a
configurable communication flow that defines each agent communication pattern.

SEC algorithm: because the SEC algorithm uses sequential search mechanism to match
and re-identify local participants, this may pose another scalability challenge. Although
in the current set-up, the data size is limited and thus this was not an issue, future de-
signs may need to consider other mechanisms to improve efficiency for larger size data.

5 Conclusions and Future Work

The paper presents a simple yet effective privacy-ware agent-oriented architecture
that enables data sharing between organisations while preserving privacy. The archi-
tecture employed the use of role-driven agents that each represented the goals and
policies of each organisation, with enabled communication to meet their specific
functionality. The agents were designed with privacy-awareness so that their beha-
viour is controlled within their local settings, including governance and communica-
tion policies, taking decisions in regards of how to process and handle data. The
architecture was evaluated within a real-life ehealth project and has been shown to
maintain privacy of patients, while enabling data sharing which was employed for the
identification of eligible patients for clinical trials in real-time. The results obtained
show that the architecture has successfully met the sought functionality of the system
to recruit patient for three trials, while enable safe sharing of data.

The evaluation has also shown a number of lessons learned from the deployment
of the architecture, and potential future development to address these lessons. In par-
ticular, lessons related to ehealth environments and their potential scalability needs,
posing a potential limitation of the approach.
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